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Definitions

.Cyberspace
.Cybersecurity
.Cybercrime
.Cyber warfare
.Cyber malware
.Cyber crimeware
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Shared knowledge

.Typologies of attacks

. Typologies of crime
.National & international data/statistics
.Cybercrime technologies

.Cybersecurity vulnerabilities: social networks,
online services, cloud computing, mobile devices
(services, apps, etc.)/ human behaviour and
technological flaws
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Shared strategies

.National strategies (in Europe 2011 and 2013)

NIST framework for critical infrastructures
security

.Central boards

.Number of organisms

LEAS'S

.Private public collaboration

.CERTSs

.Investigation, data extiaryge;*knowledge




Question 1 ?’*’
Why cyber attacks and what for:

to violate and corrupt personal or institutional/company

Information systems (from personal computers to corporate
servers)

1. to get money back straight from the solution of corruption

2. 1o create severe problems in the management of an
Institution or a company activities (i.e. subtraction of
economic data by political/industrial competitors)

3. to slow down or block the services by a company or
institution
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...Question 1

To subtract information/ data:

1. personal individual identity theft, forgery,
lllegal purposes

2. corporate data for insider industrial espiona
economic competition

3. institutional, social and economic data to be u
political and financial arena

4. political, industrial, military espionage for inter
competition
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...Question 1

The use of Internet for fraudolent activities/
cybercrime activities:

1. child abuse, pedo/pornography
2. drugs market

3. prostitution market

4. migration market
5-dirty money market
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...Question 1

Criminal propaganda and

1. cyber terrorism/ terrorism recruitment
2. racist propaganda

3. antagonist actions (sites defacement)
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Question 2

-Who are the players:

-hacktivists/cybercriminals acting as single entities, group
cyber attackers, cybercrime companies getting money
straight from cyber attacks,viruses inoculation, malware, etc.)

Or

.selling attacks, selling data, selling criminal services In
general to others:

.industrial, political, militaf{f"St&KERBIUErS y



Question 3

.who are the players in the Cybercriminal
economy

what are the market share interests

.who are the buyers (not only the sellers)

.the triangular market of cybercrime economy:
cybercriminals,victimsyfiRalheneficiaries 12



The victims (CLUSIT Report 2014)
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The typologies of attacks (CLUSIT
Report 2014)
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The blackmarket of stolen
personal data
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BRAZILIAN UNDERGROUND

Set of business application account credentials
Set of credit card credentials

Set of online service account credentials

List of mobile phone numbers

List of landline phone numbers
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The Chinese blackmarket

CHINESE UNDERGROUND

Personal information dump per MB US%$0.16
Set of email account credentials Us$163
et of entertainment site credentials Us$325
Set of online gaming account credentials US$0.05
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The Russian blackmarket

RUSSIAN UNDERGROUND

Set of credit card credentials

300 IP addresses
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Question 4

What are the solutions:

public and private responses

.Investigation
.protection

Jimitation of damages/resilience

legislation and responsibilities in the level of services offered
by players
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The NIST framework for critical
Infrastructure security 2014
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The activities by private
stakeholders: the defense

Table 1: Function and Category Unigue ldentifier

Category
Unigue Category
TIdemtifier

D

IO BE Business wironment

s and Procedures

Protective Technology

Security Continucus Monitoring
-

FEecovery Planning
Commmmications
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Cybercriminality serves a global market
that must be globally prosecuted: the
attack strategy

.on the side of demand as well as on that supply

.economic, political, institutional environment Is at
risk: quite a difficult task
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Question 5

What iIs the role of rules:

necessary but insufficient if generic and only
addressed to attackers/hacktivists and the supply
side

cyber warfare includes the fundamental economic
valte-ofdigitalF INFORMATION/KNOWLEDGE
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The cybersecurity chain: lines of analysis
and intervention in national/international
strategies

.adeep Internet
.the cyber black market

.the law of supply and demand

.International cooperation (Nato and other
Institutions)

-the-paradox-ofthe holistic approach: measures ,,
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The international transboundary
effort

.Cybersecurity diplomacy

.Transboundary rules ( what Is the function of
national strategies in the Internet global
domain); jurisdiction, procedures

.The prosecution of supply and demand in the
cybercrime market

.Cybercriminality«sia:peweyful economic arenas
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The missing tessera: the global
vVision

That's all. Thank you
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